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Abstract
The recent emergence of blockchains may be considered a critical turning point in cross-organization
collaborations. Creating trust among mutually distrustful participants without involving a trusted third party
has been a challenge for several decades. The growth of Bitcoin and the emerging follow-up
cryptocurrencies have positioned blockchain as a promising solution for creating trust in a decentralized
environment. Smart contracts expand the use of blockchains by allowing mutually distrustful participants
to reach an agreement upon the execution results of complex contracts without a trusted third party. The
main aim of this whitepaper is to develop a solution for cross-organization collaboration using blockchain
smart contracts. Cros is a decentralized protocol and a framework network for collaboration amongst
organizations, which allows metaverses, NFTs, DeFi protocols, gaming platforms, and other entities to
execute their value chains without the use of trusted intermediaries in a safer, faster and tamper-proof
manner. In this proposed solution, blockchain is treated as any other design component and addresses
scalability challenges with the correct combination of side chains, rollups, and other techniques. Cros
integrated with Polygon for functionality like checkpointing, consensus, layer 2 scaling, dispute resolution
mechanism and interoperability with other chains while being Ethereum compatible. Cros can ease the
commerce between the various players and participants across different game ecosystems through
built-for-metaverse advertisement platforms, guilds, auctions schemes and other services. The first
product of Cros Network is a blockchain-based advertising platform for a metaverse(s) auction system for
the allocation and pricing of advertisements in virtual worlds. The Cros platform allows organizations to
discover liquidity, exchange assets (ﬁat, crypto, services, goods), and orchestrate value chains between
them by leveraging on-chain and off-chain veriﬁable trust. Cros also provides the plumbing for the
enterprises in the form of tools, services and an integration platform to bring together their business
processes (including Cloud ERPs) and makes it part of the business collaboration platform.

1.

Introduction

1.1.

Cross-Organization Collaboration

G

lobalization, specialization, and rapid innovation are changing several aspects of business operations.

Many large organizations that were formerly self-sufficient and could dictate processes to partners and
suppliers are now struggling to sustain. Several competitive service providers must collaborate to produce
business solutions under the emerging model of global businesses, either hierarchically or as peers. One of
the most important indicators of a successful business is cross-organizational collaboration. Scientists and
practitioners have been looking for techniques to develop networks to support company operations for a
long time. As industries grew, a system was required to enable business transactions with the minimum
level of human interaction possible. Companies took advantage of the opportunity to bridge the gap and
demanded a lot in return. Cross-organizational collaboration results in time-consuming and expensive
audit and compliance processes that are riddled with conflicts of interest and controversies on a regular
basis. Overall project failures, uncontrollable delays, and significant financial losses have been observed in
many global businesses, indicating the importance of finding new ways to better support
cross-organization work (Varshney and Oppenheim, 2011).
With growing specialization, however, organizations that once could do it on their own find the need to
collaborate with others to achieve large business or societal objectives. As the doing of work shifts from
within a single enterprise to a distributed ecosystem of service providers, there is also greater potential
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flexibility and responsiveness to changing conditions (Mehandjiev and Grefen, 2010). Moreover, ecosystems
of firms may be able to achieve open innovation more easily than concentrated modes of organization
(West and Bogers, 2017). The traditional view of markets and enterprises relies on a sequential thinking
process, whether it is supply-chain or business value chain. The organizations are slowly realizing that they
are part of a larger network (not a link in a chain). This demands an ecosystem approach to resource
planning, business process execution and collaboration between the various nodes of the network. This
paradigm shift will be based on a completely revised definition of ownership, control and trust. Lack of
knowledge of the organization's real-world concerns with ownership, trust, and control has been a major
factor in the Blockchain technology's lackluster adoption, particularly for cross-organizational collaboration.
Blockchain technology has the potential to facilitate such a paradigm shift toward collaboration. The
inception of blockchain technology has led to new dimensions to business, trade, and technologies. As a
distributed technology, blockchain has the capacity to facilitate secure, transparent transactions as well as
implement an immutable and shared ledger that improves stakeholder trust.
For decades, businesses throughout the world depended largely on systems like ERP and BPM, until
flaws in these systems began to emerge, grow, and become difficult to ignore. However, due to a lack of
effective alternatives, these organizations were unable to abandon a system that put their financial sheets
at risk (Gabryelczyk, 2020). Traditional ERP and BPM systems are plagued by a common affliction:
centralization. Centralizations have several unintended consequences, including intermediaries, arbitrary
fees, and data security. Moving, aggregating, cleansing, verifying, and sharing data with other business
entities and stakeholders wastes over 80% of government and enterprise data. Traditional ERP vendors are
currently expensive and do not ensure cross-organizational privacy. Because of the widespread usage of
fragmented processes and a lack of shared truth among enterprises, Asia's retailers lose roughly $40 billion
each year. The cost of coordination increases with the level of specialization, thereby small and medium
businesses are expected to lose 27% - 40% of their revenue (Ayittey et al., 2020).

1.2.

Key Challenges in Business Processes across Enterprises

The enterprise inadvertently must deal with the following as part of running its business processes:
a.

Coordinate transactions across many different parties (suppliers, vendors, business partners and
regulators) using multiple integration technologies, data and message transformations and data
formats for each type of transaction - with each party owning and controlling its technology and
data formats.

b.

Parties involved in the whole business process must be onboarded and offboarded, which is a
time-consuming process made even more difficult by changing legal and compliance
requirements. The legal, contract and IT teams are all overburdened as a result of the integration
requirements.

c.

Reconciliation of transactions and lack of shared truth adds another layer of complexity for IT, legal
and contract teams to manage the whole process and ability to reconcile the faults.

d.

Lack of trust among various parties, with little choice but to trust data generated by such
untrustworthy parties.

e.

Organizations rely on expensive and time-consuming audits to mitigate such risks and ensure
compliance with regulations and compliance rules. The risk mitigation process itself relies on
trusting another party, making the problem an intractable one.

Cross-organization collaboration is a costly and time-consuming endeavor. For decades, building
confidence among mutually distrustful parties without enlisting a trustworthy third party has been a difficult
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task. It is impossible to reuse processes from other businesses due to a lack of trust and control (Klinger and
Bodendorf, 2020). While databases, enterprise service buses, and ERP systems were used to solve similar
problems within the enterprise (intra-business integration), those same technologies and platforms are
insufficient for cross-enterprise collaboration. The reason is “Ownership, Trust and Control”. As the typical
enterprise, today is running a centralized business, it is difficult to come to a consensus on building, running
and operating a cross-enterprise collaboration solution while addressing the ownership, trust and control
issues. Cross-organization collaboration between Metaverses, NFT platforms, DeFi protocols, Gaming
platforms, and other Crypto entities is either non-existent or inefﬁcient. Flawed compliance processes
riddled with conﬂicts of interests and regular scandals. No clear standards or processes for the exchange of
assets and liquidity were discovered between metaverses, DeFi protocols, Gaming, and NFT platforms.
Moreover, the cost of compromised trusted intermediaries mediating and supervising inter-organizational
business processes alone is $300 billion per year. This creates a larger gap than the one that these
centralized systems were designed to fill. The growth of Bitcoin (Berentsen, 2019) and the emerging
follow-up cryptocurrencies have positioned blockchain as a promising solution for creating trust in a
decentralized environment. Smart contracts expand the use of blockchains by allowing mutually distrustful
participants to reach an agreement upon the execution results of complex contracts without a trusted third
party. As a result, Cros fits to tackle all of the issues that have arisen with these technologies without the
need for trusted intermediates and, most importantly, without the need to give up data in return.

1.3.

Decentralize and Smart Contracts

Most smart contracts now run on blockchain because it allows them to remain decentralized and
transparent. One of the most essential advantages of decentralized contracts is transparency. The
enforcement of smart contracts is unavoidably built-in because every action on a blockchain is recorded
and publicly viewable. Then there is trust minimization and execution guarantee. Smart contracts reduce
counterparty risk, which is the probability that one party in a transaction or agreement may fail to fulfill its
contractual obligations because neither party has control over the agreement's implementation or
enforcement (Khan et al., 2021). Blockchain provides more seamless transactions than traditional
alternatives, for instance, through coded automation in smart contracts, the difficulties of cross-border
remittances involving multiple jurisdictions and sets of legal compliances can be eased.
Decentralization allows us to avoid using intermediaries and simply connect people to people or
people to information as opposed to first connecting people to institutions that can then connect them to
something else. This also enables fault tolerance: if one blockchain goes down, the entire system does not
go down with it (Wang et al., 2019). Additionally, there is no central source of control for the system. It is
extremely difficult to obtain control of it, making it resistant to attack and collusion. While risks such as the
oracle problem must be investigated further, the world of importance of DeFi and smart contracts is only
growing. In Cros, Blockchain suitability has been assessed against the key scenarios and requirements
covering attributes such as multi-party, trusted authority, data immutability, and non-repudiation and
transparency. The Cros collaboration platform itself is a set of smart contracts that model the
cross-organization business process and assets and execute them on-chain. This includes not only the
process-specific control flow and process data but also housekeeping services like process instantiation. A
layer is envisioned to ease the integration process, consisting of a set of tools to design, compile, deploy
and monitor the business processes on the on-chain layer.

1.4.

Cros – A Solution for Cross-Organization Collaboration

Cros is a decentralized cross-organization collaboration and integration platform that allows small,
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medium, and large businesses to collaborate and execute their business processes correctly without the
use of trusted intermediaries. Powered by blockchain smart contracts, Cros is a platform that provides a
single source of truth for all participants and real-time traceability to auditors and decision makers. A
centralized system is used to operate a typical organization nowadays. Cros chain is a protocol and
framework to collaborate amongst businesses using blockchain smart contracts. Cros is developing a
network that allows metaverses, NFTs, DeFi protocols, gaming platforms, and other entities to execute their
value chains with full traceability and in a trustless, tamper-proof manner shown in Figure 1. Cros combines
the best of Ethereum and blockchain side chains into a pioneering cross-organization system. Cros solves
pain points associated with Blockchains, like high gas fees and slow speeds, without sacriﬁcing on security.

Figure 1: Cros-organization collaboration platform

The Cros platform allows organizations to discover liquidity, exchange assets (ﬁat, crypto, services,
goods), and orchestrate value chains between them by leveraging on-chain and off-chain veriﬁable trust.
Cros also provides the plumbing for the enterprises in the form of tools, services and an integration
platform to bring together their business processes (including Cloud ERPs) and makes it part of the
business collaboration platform.

2.

Cros Network Architecture

Cros has been designed with an "Organization First'' philosophy in mind, emphasizing ease of integration
and transparent execution of cross-organizational business operations. In this solution, Blockchain is
treated as any other design component, and addresses scalability challenges with the correct combination
of side chains, rollups, and other techniques. Different technical design strategies, planned in the solution
roadmap, include integration with Polygon and a built-for-purpose side chain or other Layer 2 solution. The
applicability of blockchain has been evaluated against key scenarios and requirements, including
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multi-party, trusted authority, data immutability, non-repudiation, and transparency. The Cros Network
model is shown in Figure 2.

Figure 2: Cros network architecture

2.1. Design Components
The architecture is composed of a set of components, which are outlined below:
i.

Cros provides enterprises with infrastructure in the form of APIs and tools, as well as interfaces to
Cloud ERP services and a rich designer to model collaborative business processes. It also includes
adaptors and modular components for designing, deploying, and monitoring business processes.
Other developers will be able to create plugins and adaptors using modular architecture to further
customize and extend the business process design, deployment, and monitoring components.
These components and APIs exist at the intersection of the physical and digital worlds, representing
an action as a claim to be processed by the next set of components.

ii.

The claims are broadcast to all the nodes in the network that participate in the consensus
mechanism. The consensus mechanism used is Proof of Stake (PoS). The participants in the
consensus mechanism combine these claims into blocks and transmit them as transactions to the
distributed ledger.

iii.

The Cros protocol is defined by the transactions, smart contract representations and rules. It
defines the message and control flow between two or more participating organizations to deploy,
execute, control, and monitor their business processes and assets on-chain. The housekeeping
services specified by the protocol include process instantiation, authorization management and
event triggers.

iv.

The protocol token creates financial incentives for the network of participating organizations to
operate rationally and coordinate their operations toward the completion of the process.

v.

It is also designed to allow the platform to pay transaction gas fees on behalf of the DApp user
(business customer) while collecting monthly subscription fees in fiat or stable tokens from them.
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2.2.

Layered Architecture

The layered architecture of Cros Network consists of the following composite layers shown in Figure 3.
Organization Layer
This layer is composed of the collaboration tools and processes that organizations have in their
ecosystems. This layer includes plumbing for connecting with enterprises and other ecosystems, such as
metaverses.
Integration Layer
This layer provides the tools for two or more collaborating organizations to develop, deploy, execute,
control, and monitor their business processes and assets. Pluggable architecture patterns are used to
provide services such as a managed platform or external adaptors and plugins from ecosystem actors.
This layer is developed as a framework with a library of modules for deployment that includes customizable
components, features, and configuration for asset registry, process execution and control, monitoring, and
auditing of various business processes.
Cros Protocol Layer
This layer is a non-native protocol that allows the coordination between a network of nodes to reach a
consensus on business process creation, execution, and control using a token-based incentive mechanism.
It provides housekeeping services for process instantiation through smart contracts, permission
management and event triggers. Moreover, it is also an abstraction for transaction collation, consensus
algorithms, runtime registry, and securely stored asset and process data off-chain.
Layer 1 Chains
Cros uses Polygon for checkpointing, consensus, scalability, and compatibility with other chains, all while
keeping Ethereum compatible. A primary area of focus in our product roadmap is developing Cros-specific
layer 2 scaling solutions and interoperability across other blockchain networks. In this solution, Cros
considers blockchain like any other design component, solving scalability issues with the right mix of side
chains, rollups, and other techniques.

Figure 3: Cros network layered architecture
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2.3.

Current Industrial Trends of Metaverse Ecosystem

Many leading tech firms are jumping on the metaverse trend. Nvidia Omniverse, Facebook Horizon,
Microsoft’s enterprise metaverse, to name a few, are leading the wave. Consumer brands such as Gucci
and Coca-Cola are selling their Non-Fungible Tokens (NFTs) in metaverse platforms, such as Decentraland.
According to Newzoo’s 2021 Global Games Market Report [Newzoo, 2021], the players in the metaverse
ecosystem include metaverse gateways that provide platforms and content (e.g., Roblox, Zepeto, Fortnite,
Sandbox, and Decentraland), feature providers (e.g., avatar tech, social media, economy, and infrastructure
(e.g., cloud, artificial intelligence, ad-tech, and connectivity). These players can be sub-segmented based
on who creates the content and whether the experience is centralized (e.g., Fortnite) or decentralized (e.g.,
Decentraland). Cros considers itself as a platform for cross-organization collaboration at the core of this
paradigm shift. Cros is the perfect platform and protocol for metaverse gateways, content platforms,
features, and infrastructure providers to collaborate and commercialize their metaverse interactions. The
following major scenarios and use cases will be the focus of Cros' first product design and development
activities.
i.

Play-to-earn games are based on a business model where users play a game and earn some
rewards while doing it. The key element of these games is that users mainly obtain two types of
in-game assets as rewards: (i) NFT items with variable scarcity (e.g., weapons, skins, and monsters),
which can be purchased and sold on the open market (e.g., OpenSea), and (ii) a certain type of
cryptocurrency or play-to-earn token, which is generally created by the game developers. A
metaverse is defined as an immersive and shared virtual world that allows different activities for its
users, which are represented by avatars. One of its main features is economic governance and
metaverse commerce since this virtual world has its economy and currencies with which users can
trade any item (Lee et al., 2021). Specifically, a crypto metaverse is a metaverse that incorporates
blockchain into its underlying technology and crypto assets, such as metaverse tokens, into its
economy. Interestingly, metaverses can include all the available NFT applications; consequently, its
ecosystem could also include play-to-earn games and marketplaces to trade assets or virtual
properties (e.g. land parcels and arts) (Wang et al., 2021).

ii.

Some recent studies have shed some light on NFTs and the gaming industry. (Dowling, 2022a)
analyzed the pricing of parcels of virtual real estate in Decentraland, showing that the price series
of these NFTs are characterized by inefficiency and a rise in value. In a follow-up study, (Dowling,
2022b) demonstrated the existence of limited volatility transmission effects between NFT pricing
(Decentraland, Cryptopunks and Axie Infinity) and cryptocurrencies (Bitcoin and Ethereum).

A cross-collaborative platform like Cros can ease the commerce between the various players and
participants across different game ecosystems through built-for-metaverse advertisement platforms,
guilds, auctions schemes and other services. Cros' first product will be an advertising platform for
metaverse(s) to achieve this objective.

3.

A Cros Advertisement Ecosystem for Metaverse(s)

The rapid development of e-commerce engines to power the metaverse economy is a virtual certainty with
the emergence of metaverses. Advertising is seen as one of the key drivers of commerce in virtual worlds,
just as it is in the physical world. A fair-trading environment for buyers and sellers is provided by an auction
system, which is time and cost-effective. It provides legitimate trading norms that promote competition
among buyers, resulting in an efficient allocation of scarce resources. The building blocks of blockchain
technology, along with commitment algorithms and Zero-Knowledge Proofs, allow us to solve the
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untrustworthy problem of third-party auctioneers while preventing information leakage, ensuring auction
data confidentiality, fairness, and non-tampering of auction results.
The first product of Cros Network is a blockchain-based auction system for the allocation and pricing of
advertisements in virtual worlds. This is the most common cross-organizational collaboration across
metaverses, a use case for sponsoring a virtual event in a metaverse planned by a publisher and
sponsored by an advertiser. The virtual event can be either a game, sports event, a party, music concert, a
fashion show, or any other event with virtual attendees. It is assumed that the virtual event has a sizable
attendance driven by the demand for the event and the marketing activities by the event organizer and
hence various advertisers will be interested in sponsoring the event. This is a combinatorial auction system
as it allows selling a set of ad slots to multiple advertisers. Combinatorial auctions have been a subject of
active research (Porter et al., 2003), (Bichler, 2010) as they allow negotiations on a set of heterogeneous
items with prices defined for a specific subset of the items for auctions.
A combinatorial clock (CC) auction is proposed as the implementation scheme since it allows several
properties of single time bid auctions to be observed in combinatorial auctions. These properties include
allocative efficiency, revenue increase, incentive compatibility, and robustness against collusion among
others. The scheme uses blockchain technology, as well as a commitment algorithm, smart contracts, and
zero-knowledge proof, to secure bidder information from leaking and anonymously verify auction results
with all bidders without the use of a third-party auctioneer. Cros is committed to collaborating with the
community to improve the capabilities of this platform to support other combinatorial bidding formats in
the future, as well as providing a variety of implementations based on academic and research work in this
field. (Galal and Youssef, 2018), (Li and Xue, 2021).

3.1

Before Virtual Event

The Cros platform will connect publishers with advertisers and agencies, enabling the play-to-earn
economy to reach new heights. Figure 4 depicts the conceptual framework of Cros organizational
collaboration across metaverses, whereas Figure 5 shows the use case before the creation of the virtual
event.

Figure 4: Cros conceptual framework before virtual event
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Publisher
The publisher decides to hold a virtual event (say, a sports game) in metaverse-A, and publishes the details
of the event, along with a sign-up process for potential advertisers. The business designs non-fungible
assets with a limited quantity (for event sponsors and attendees) and shares that structure with the NFTs
bidding platform. The business follows a Know Your Business (KYB) process to validate the advertisers after
receiving their entries. The NFTs bidding platform receives validated advertiser entries along with
collateralized cryptocurrencies. The winning bidding advertisers are notified, and an invoice is generated.
The sponsorship contract terms are finalized and disclosed after successful payment (release of tokens,
exchanged to fiat for bookkeeping purposes).
Advertiser
The advertiser is interested in sponsoring the planned event and has a virtual presence in the metaverse A.
The advertiser signs up as a sponsor with a publisher. The advertiser reserves the bid amount after passing
the KYB process using a crypto exchange to onramp crypto assets against the fiat. The advertiser submits a
sponsorship bid with all the necessary information. Afterward, the publisher raises an invoice for the
required amount after winning the sponsoring bid. The invoice is approved by the advertiser, who requests
that the crypto exchange disburse the crypto tokens in exchange for the fiat held as collateral. Once the
sponsorship contract is finalized, the required NFTs connected with the sponsored virtual estate, goods,
wearables, etc. is transferred to the advertiser. Later, the advertiser streamlines its virtual pavilion or shop
(metaverse A) in preparation for receiving virtual attendees who may be directed during the virtual event.
Crypto Exchange C (DeFi)
The publisher will use a decentralized finance application (dApp) in DeFi, and an algorithm will match
potential advertisers with the publisher's needs. The DeFi ecosystem's Crypto Exchange C serves as a loan
and borrowing marketplace. For the submitted bid, the advertiser will lock Crypto against the fiat in a smart
contract. The publisher, on the other side, can disburse crypto against fiat into a smart contract for the
accepted bid.

Figure 5: Use case before the virtual event
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3.2

During and After Virtual Event

This section explains the cross-organization collaboration during and after the virtual event. The conceptual
framework of Cros organizational collaboration across metaverses and use cases during and after the
creation of the virtual event is shown in Figure 6 and Figure 7 respectively.
Publisher
The publisher hosts a virtual event in the metaverse, with sponsored virtual estate/goods/wearables
displayed in the venue or by virtual attendees. Virtual attendees may be able to visit the Sponsor Shop or
Pavilion from within the game, depending on the nature of the event. The publisher captures all event
sponsorship metrics and uses them to reconcile any payment dues payable in accordance with the
sponsorship contract and terms. This might be dependent on the number of visitors to the Sponsor's
pavilion. Dues or refunds to the advertiser are paid using the same invoice payment method. After the end
of the event, the publisher relapses the NFTs connected with sponsored goods (billboards, wearables) back
to itself from the advertiser.

Figure 6: Cros conceptual framework after virtual event

Advertiser
During the event, the advertiser receives the virtual attendees in its virtual pavilion or shop in metaverse A.
Virtual shoppers can exchange virtual goods or collect offers that can be redeemed in the advertiser’s
physical stores. After the event, the advertiser receives an updated invoice based on the event metrics
collected (number of visitors, etc.) and works with the crypto exchange to convert the required amount
from fiat to crypto tokens as needed. Lastly, the advertiser further updates its virtual pavilion/shop to
update the content based on the event closure.
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Figure 7: Use case during and after virtual event

4. How does the Ad Bidding Platform Work?
Cros collaborates with a variety of "publishers" of content and events in metaverses, including gaming and
virtual worlds such as Decentraland and The Sandbox. These publishers own an inventory of ad-slots on
numerous platforms from a traditional advertising perspective such as games, virtual worlds and events in
virtual words. Based on the specific aspects of these platforms, each slot is a virtual space where content
(a form of media) can be played or displayed for a set period. In other cases, the slot can function similarly
to a commercial break within a scheduled programme. The publishers make inventory of slots available for
sale through the Cros ad-bidding platform using a distributed app. The inventory of slots is created and
represented as NFTs on the platform. Cros ad-bidding platform auctions these slots to the interested
advertisers. The ownership of the ad-slots (NFTs) is transferred to the winning bidders. The publishers are
also given access to the schedule and ad-slot details so that they can insert the advertisements at the
specified time and/or place within a virtual event or space.
Publisher’s User Interface
The distributed app allows publishers to create and share the advertisement slots that are accessible for a
set period. This is accomplished by following the steps below:
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Step 1: The publisher provides the details of the virtual space in which the advertisement media can be
played or displayed. The virtual space can be part of a virtual event, space, or even a programme. The web
application interface is used to define and capture the attributes of the space and slot. The attributes can
be days of week, day parts, duration of the slot, size of space, type of accepted media and other related
information.

Step 2: This step creates a set of ad-slots that can be used as inventory. Each slot is uploaded to a
distributed and tamper-resistant InterPlanetary File System (IPFS), and an NFT is created to represent the
publisher's ownership of the ad-slot.
Advertiser’s User Interface
An advertiser can use the distributed app to design the advertising campaign. This is done through the
following steps:

Step 1: The “creative” components of the advertisement such as audio, video, or static content must be
produced in a standard format. The advertiser simply uploads the advertisement to the platform once it
has been created. The creative package is uploaded to an IPFS-based distributed and tamper-proof file
system.

Step 2: The advertiser can further define the attributes for advertisement targeting using the web
application interface. This includes configuration parameters and settings for publisher events, games, and
programmes, as well as days of the week, day parts, demographic and geographic regions, and scheduled
programmes. This step identifies a list of slots in which the advertiser is interested from the available
inventory.

Step 3: The final stage is to set the bid, which is the amount the advertiser is willing to spend. This is defined
using two main parameters: a total budget and a per-advertisement bid. Traditionally, the advertiser
specifies a per advertisement bid in terms of "CPM," which is the price per 1000 viewers/listeners. The per
advertisement bid unit was chosen since it is well acknowledged by advertisers.

4.1. Auction Goals
After collecting all the inventory and bids, the main aim of the auction is to decide on the resource
allocation such as the schedule of advertisements and the correct pricing.
Input
a.

From publishers: The advertising inventory is structured as a set of slots, each of which is defined
by a time range on a game, event, or programme, as well as some fundamental parameters.

b.

From advertisers: All advertisement campaigns that are interested in the inventory are collected
here. The daily budget and CPM for each slot are the most basic sources of information provided for
each campaign. Additional limitations and preferences can be used to define bid packages or
bundles.

Output
a.

The schedule: The advertisers will receive information about the scheduling of their slots, which will
allow them to display creative advertisement content. Later, the advertiser is given specific
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permission on the ad slot (minted as NFT) based on the advertisement slot configuration
parameters.
b.

4.2.

Pricing: The pricing indicates how much each advertiser charged for each slot in CPM.

Protocol Description

The protocol outlines a set of smart contracts that encompass NFT minting for advertisement slots,
advertisement content, and the entire auction design. The following design properties are outlined
considering auction design is the most significant design element for the overall protocol:
a.

Bid’s Privacy and Binding: During the bidding phase, the submitted bids and lost bids are hidden
from the public and other bidders to prevent bidders' values from being used against them in
future auctions. Bidders are obligated to their bids; they cannot deny or amend their bids once they
have committed.

b.

Public Verifiability: Any individual can verify the correctness of the auction winner proof.

c.

Fairness: Rational parties are obligated to follow the proposed protocol to avoid being financially
penalized.

The bid price auction is a key component of the overall product design. It is based on a bid auction
format designed with a commitment algorithm, a Zero Knowledge Proof (ZKP) scheme, and a set of smart
contracts to secure bidder information from leaking and anonymously verify auction results by any or all
bidders. The overall setup can be represented in Table 1.
Table 1
bi

Bidder “i” where i belongs K

I

set of all bidders [1,....n]

K

set of all ad slots [1,...k]

pk*

The winning price for item ‘k’

pki

The bid price of the bidder is for item ‘k’.

ri

The random blinding factor of bidder i.

G, H

The generating points on specific elliptic curves to encrypt the bid price pi.

Cki
k

4.3.

Bid Price Auction Setup

Commitment price of price pki.

C*

Commitment price of the winning price.

Ĉki

Differential commitment price of C* and Cki.

pks

Public key of the smart contract.

Bid Pricing Hiding

The auction scheme should have a feature that prevents the verifier from knowing anything about the data
until the commitment is revealed. At the same time, the bidder should not be allowed to change the
commitment value once it has been revealed. To keep the bidders' bid prices hidden, we deploy a
cryptographic commitment system. The scheme is designed up in a way that the data can be temporarily
hidden, allowing it to be verified even if the prover (bidder who commits to a value) or the verifier are both
biased.
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We use Pedersen Commitment (Pedersen, 1991) which is based on Elliptic Curve Cryptography (ECC)
(Miller, 1985) and is used to generate a commitment for a bid price “p” shown in Equation (1).
𝐶(𝑝, 𝑟) = 𝑟 ×𝐺 + 𝑝 ×𝐻

Even if private data (bid price "p") remains same, the final commitment "C" will change if a random blinding
factor "r" is introduced. Pedersen Commitment is a preferable alternative for bid pricing hiding and binding
because of this property. The smart contract-generated G and H parameters are two generating points on
a specific elliptic curve that provide consensus information to all auction participants. The following is a
description of how Pedersen Commitment will be utilized in the auction scheme:
i.

The bidder “bi" gets a random blinding factor “ri” and calls the Equation (1) function C(pi, ri) to
produce commitment price Ci (i ϵ I).

ii.

The bidder “bi” publishes Ci to the blockchain and sends E(pi, ri, pks) to the smart contract account.
Here “E ( )” is the encryption function to encrypt pi and ri with pks (public key of the smart contract).

iii.

When the bid deadline arrives, the smart contract opens the commitment. The commitment C*
bound to the winning price p* is revealed.

iv.

The differential commitment Ĉi is calculated (as per Equation 2) and information is emitted as
event and logged.
*

(*

)

(

*

)

Ĉ𝑖 = ∁ − ∁𝑖 = 𝑟 − 𝑟𝑖 × 𝐺 + 𝑝 − 𝑝𝑖 ×𝐻
*

*

= 𝑟 𝑖 ×𝐺 + 𝑝 𝑖 ×𝐻
*

*

𝑖𝑓 𝑝 𝑖 >= 0, 𝑡ℎ𝑒𝑛 𝑝 > 𝑝𝑖

4.4.

Verification of Bid Results

Bid verification is not a mandatory step, but any party can choose to verify the results for audit or other
purposes. We use a combination of Pedersen Commitment's additive homomorphism property and a Zero
Knowledge Proof (ZKP) algorithm (Ben-Sasson et al., 2018) to establish the binding relations of distinct
values for anonymously verifying bid results without disclosing the content of actual bids (except the
winning bid). A non-interactive ZKP that does not require a trusted setup and can prove that a given
transaction value is within a positive range would be chosen. In short, we will hide the real bid price with the
Pedersen Commitment algorithm, then verify the higher bidding price with the differential commitment
price Ĉ𝑖 in Equation (2) using a form of ZKP. The following are the detailed steps for verification work:

STEP 1: Bidder bi recomputes the differential commitment price Ĉij with published C* and his own
commitment price Ci.
Where,

Ĉij = C* - Ci

STEP 2: Bidder bi compares Ĉij with Ĉj (fetched from the log store).
STEP 3: If Ĉij = Ĉi , then C* can be accepted. The next step is for bidder bi to use chosen ZKP algorithm and Ĉi

to confirm that the winning price p* is higher than his own bid price pi. The proof result is compared with the
Boolean flag of comparison fetched from the log store.

STEP 4: The optional verification result by the bidder can be published to the blockchain.
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4.5.

Auction Phases

The auction process consists of the following different stages: publish, bid, open, verify and settle. Overall,
there are four actors: publishers, advertisers, the smart contract and the blockchain. Firstly, the owner of
content platforms publishes the available advertisement slots on the blockchain, and advertisers then
submit their bids before the deadline. The interaction between the various actors during the auction
process is depicted in Figure 8, which are supported at various stages by the smart contract functions.

Figure 8: Sequence diagram of the auction process

The Publish Phase
The publishers use the publish function in the smart contract to upload inventory (ad-slots) information.
The smart contract will verify the user identity before returning the publish authorization to the inventory
owner (ad-slot). Remember that the ad-slot inventory ownership is represented by an NFT minted for the
publisher. The publisher then sends the smart contract the basic inventory information, auction start and
end times, bid security requirements, the smallest number of bidders, and a reserve price (encrypted by a
public key of the smart contract). This is mined and saved as a blockchain transaction.
The Bid Phase
The bid function in the smart contract will be used by the advertisers who are qualified and permitted to bid
from auction start time. Firstly, the bidder’s identity will be verified by the smart contract. The bidder will put
a caution deposit of m to the account appointed and supervised by the smart contract. Each bidder bi,
provides the bid price pi and a random number ri, which are encrypted by the public key of the smart
contract and saved on the blockchain. The bid price, pi will never be revealed by the smart contract. Each
bidder bi, calls the Pedersen commitment function to get the commitment price Ci and saves that on the
blockchain. The commitment price is encrypted by the private key of the bidder bi such that all the bidders
and the publisher of the ad-slots can get the information of Ci by decrypting it with the public key of bi.

17

The Open Phase
At the auction ending time t2, the smart contract counts the bidders attending the auction and checks all
bid prices in the auction. If the number of bidders is smaller than n, or all bid prices were smaller than the
reserve price pr, the auction is announced as a failed auction. Otherwise, the auction proceeds in the steps
outlined subsequently. All bid prices are sorted and the highest bid price p* is selected as the winning bid
price. The commitment price C* bound to p* is published to the blockchain by the smart contract. Each
differential commitment price C^i is calculated along with the Boolean flag for the comparison p* > pi, these
are encrypted with the public key of each bidder by smart contract, emitted as an event and logged.
The Verify Phase
This is an optional step, any bidder can choose to verify the results for audit or other purposes, the bidder bi
gets the commitment price C*, the differential commitment price Ĉi and p*>pi comparison values from the
log store. He then recalculates the differential commitment price C~i = C* - Ci and compares C~ with Ĉ. If
they are equal, then the commitment price has been verified by bidder bi. Next, the bidder uses a chosen
ZKP algorithm to check p* > pi with Ĉi, without leaking any information about the winning bid price p*.
The Settle Phase
The smart contract asks the winning bidders to pay the rest of the payment for the ad-slots (p* - m) to the
appointed account and then transfers the full payment p* to the publisher. The bid security of other bidders
is returned to the bidder’s accounts.

5. The Decentralized Application (DApp) Design
It is important to understand the solution information flow between the various actors and components
before diving into the solution design. Figure 9 depicts the flow of information between actors and
components.
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Figure 9: Information flow between actors and components

The distributed app is a two-tier application, comprised of two main components:
Tier 1: A frontend layer on the user side, which is used by both publishers and the advertisers.
Tier 2: A backend (smart contracts) hosted in the blockchain network.
Figure 10 shows the layers of the decentralized application, and the interactions between the front end,
backend protocol and the auction mechanism (algorithm) modeled through the smart contract.

5.1. Backend
The backend consists of many smart contracts (programs that run on the Ethereum blockchain) that
execute the ad bidding platform's logic and rules, resulting in state changes on the underlying blockchain.
Smart contracts are developed in Solidity and deployed as part of the setup and configuration of the
ad-bidding platform. The EVM interprets state changes on the global state machine and executes the logic
defined in smart contracts. The high-level smart contracts are compiled into bytecode, which the EVM can
then execute.
Composable NFTs representing Adspace and Adslots for the ad-auction platform is a key design
component. It is defined based on ERC 998 token standard that stores and keeps track of child tokens (ERC
721) representing the adslots. The token standard is defined to encapsulate multi-resources whereby the
output depends on context. Ex: a 2D and 3D image of an advertised product will be represented as different
resources within the token. Moreover, mimetic metadata principle is followed whereby layers of metadata
are defined such that visual or tech functions updates are handled as in-token ‘update’.

5.2.

Blockchain Network

The smart contracts and distributed state are encapsulated in the backend, which is a globally distributed
and deterministic state machine maintained by a peer-to-peer network of nodes. The standards of
consensus that the peers in the network follow are governed by the state changes on this state machine.
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Figure 10: Decentralize Application Architecture (DApp)

5.3.

Front End

The front-end application defines the user interface logic and communicates with the smart contract
application logic. The front-end application must interact with one (or more) of these nodes since each
node in the network contains a copy of the smart contracts and all of the distributed states. The node
infrastructure is managed by a third-party service provider such as Infura or Alchemy, and the
communication layer between the front end and the service provider is based on JSON RPC. The frontend
application also integrates with Metamask to make key management and transaction signing simpler for
users.

5.4.

Distributed Storage

Given that the user pays every time they add new data (a state change) to the blockchain, we must be
careful about what data we store on-chain since it can quickly become extremely expensive. In this design,
IPFS as a decentralized off-chain data storage solution is used for data storage related to bids, ad slots,
media assets, etc. The IPFS system uses a peer-to-peer network to distribute and store data. The Picante
service will be used to "pin" some of the data assets to IPFS and store the IPFS hash on the blockchain to
mine NFTs. Decentralization principles are violated when front-end code is hosted on cloud platforms like
Azure or AWS. As a result, IPFS or Swarm as a decentralized storage solution will be used to store and host
front-end for the distributed application.

5.5.

Querying the Blockchain State

Reading data from smart contracts on the blockchain must be well designed for a distributed app to work
properly. To query and listen to smart contract events, the Web3.js library will be used. Such events will be
emitted whenever a specified state change occurs, and the front-end code will listen for these events to be
fired by the smart contracts and perform the appropriate actions. In some cases, the aforementioned
technique can result in unnecessary complexity (example, for the bidding process). In such circumstances,
the Graph will be used as an off-chain indexing solution. Specific smart contracts will be configured for
indexing, including which events and function calls to listen for, as well as how to convert incoming events
into entities that the front-end application can query and consume. The Graph indexes blockchain data,
allowing us to query on-chain data with low latency in the application logic.

5.6.

Pedersen Commitment

The Pedersen commitment is a cryptographic protocol used in scenarios where there is a need for a party
to prove the knowledge of a privately chosen value, without initially revealing it or being able to change it at
a later stage. More specifically, the commitment scheme must hide the value, and bind to it such that the
committer cannot change the value without changing the commitment. It is based on elliptic curves
cryptography (ECC) (Miller, 1985). ECC is a public key encryption technique in cryptography that relies on
the Elliptic curve theory to create faster, smaller and more efficient cryptographic keys. It has been shown

20

that a 256-bit ECC key is comparable to a 3072-bit RSA key, thus providing more security with a smaller key
length. The Pedersen Commitment cryptography function is defined in equation (1) and it uses the random
blinding factor r such that even if the private data v remains unchanged, the final commitment c will
change according to the change of ‘r’.

6. Product and Technology Roadmap
The product and technology roadmap are divided into two core phases. The first phase focuses on building
modularity and interoperability primitives while the second phase is about building infrastructure to meet
growing scalability and complexity challenges.

6.1. Phase 1
Modularity & Composability
Blockchains allow us to redefine what is valuable while also establishing new networks based on economic,
social, and cryptographic principles. Through a process termed "combinatorial evolution" by economist
Brian Arthur in "Nature of Technology," (Arthur, 2009) modularity and composability produce a set of
"building blocks" that expand what is achievable. Modularity operates at multiple layers in blockchains; the
next section outlines how we are building the Cros network for composability and modularity: ERC20, ERC721,
ERC1155 and ERC998 are shared standards that make creating uniform experiences across a wide range of
products and use cases easier.
CROS is building on top of these token standards to define advertisement related asset formats, metadata
and contracts such that a domain specific standard can be created among publishers, advertisers,
metaverses, exchanges and marketplaces. They provide composability by allowing other network
participants to build new assets and contracts based on our smart contracts, which function similarly to
APIs from earlier computing platforms.
With the "Ad Bidding Platform" as our first use case, we combine tokens, smart contracts, and mechanism
design aspects to build crypto-economic primitives for specific problems. These are encapsulated as
protocol, which abstracts the workflow of solving a specific problem and serves yet another reusable
modular and composable capability. The CROS community will be the driving force behind defining and
developing various modular crypto-economic primitives, examples include the following:
1.

A Know Your Customer (KYC) modular primitive based on other composable primitives like Token
Curated Registries (Asgaonkar and Krishnamachari, 2018), DID (Kim et al., 2021), and RFT (Regner et al.,
2019).

2.

A reputation system as an intersection of curation and identity for auctions and other use cases.

3.

Asset exchanges protocols tailored for in-game or cross-game assets using composable DeFi
primitives, and auction mechanism.

4.

Governance and Software updates - these can be in the line of Aragon, Colony.

Organizational workflows are complicated, and these primitives alone will not bring about the changes we
require. They interact with a variety of systems, including the enigmatic sociobiological systems we refer to
as humans. That is why, among other things, we will need to invest in governance, community, culture, and
professional development.
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Interoperability
The major challenge with cross-organizational collaboration over blockchain networks is the protocols and
complexities involved in the seamless and affordable transferring of assets or data between multiple
blockchain systems. Cros Network proposes to overcome this challenge by deploying Blockchain bridges to
enable cross-organizational collaboration across multiple chains. Bridges allow information and assets to
be transferred between blockchains, allowing for easier collaboration. ChainBridge is an extensible
cross-chain communication protocol. Cros will start using the "ChainBridge" design-pattern, from Polygon,
for cross network communication and asses or data transfer. The ChainBridge operates on three types of
contracts in each chain, referred to as Bridge/Handler/Target, as well as relayers to communicate between
chains. These three types of contracts work with Relayer, an application that listens to the events emitted by
these contracts under each chain and votes for a proposal in the destination chain's Bridge contract when
it receives a "Deposit" event.
Non-fungible token standards (ERC 721, ERC 1155 and others) allow NFTs to move easily across multiple
ecosystems. When a developer or creator designs a new NFT ad-space or slot in a metaverse, for example,
it may be instantly viewed in dozens of wallet providers, tradeable on marketplaces, and displayable in
virtual worlds. This provides another layer of interoperability that Cros aims to utilize and promote through
active community participation.

6.2.

Phase 2

Cros Side Chain
The current average gas price of Ethereum, transaction fees, and full blocks make it a difficult choice for
building a solution with high throughput, volume, and transaction costs that must be controlled and
competitive. Furthermore, key principles such as governance, identification, and confidentiality need to be
constructed so that organizations can model and execute cross-organization collaboration scenarios more
easily. For example, efficient governance is required to avoid asset duplication as a result of contentious
forks, which can lead to significant legal and tax challenges for both asset issuers and holders. Similarly,
most business domains have an evolving set of requirements around identity, Know Your Customer (KYC),
and Know Your Business (KYB) that will get more stringent over time. Regulators will require market
participants to incorporate other network participants such as validators in identity verification beyond
individual asset publishers, makers, and holders. Furthermore, much of the history of business process
execution could be viewed as IP (ex: participation history in ascending bids for a specific auction). This
includes providing an environment which allows for selecting the right balance between governance,
confidentiality, compliance, and identity verification. As a result, Cros will be building a "side chain" that
processes and executes transactions while also submitting an aggregation of its most recent blocks to
every principal chain. Cros Network sidechain will be described and specified in depth in a white paper that
will be released soon.

7. Cros Tokenomics
7.1.

Token Utility

The native digital cryptographically secured utility token (CROS Token) is a major component of the
ecosystem on the Cros Network. It is designed to be adopted for use as the primary token on the network.
Cros Token will be issued on the Ethereum blockchain as ERC-20 compliant digital tokens. The CROS token is
an atomic unit of value exchange within the Cros ecosystem, resulting in the creation of a transactional
economy between buyers and sellers. This comprises features that allow users to earn value and spend it
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on Cros ecosystem services. Powering a Decentralized Cross-Org Network and a Value Chain Execution
System, as well as the Cros Ecosystem. Propose and vote on changes to the network’s development
including parameters such as Payments, Staking, and Liquidity. A democratic system that is owned by its
users and empowers them to make decisions about its future in a fully transparent manner. The CROS
token has four distinct functions: Cros network governance, payments, staking, and validation.

7.2. Unit of Payment
The CROS token is the payment currency for Metaverses, NFT platforms, DeFi protocols, and all value chain
participants inside the Cros ecosystem. As a result, a transactional economy between buyers and sellers
evolves. CROS token is designed to be a utility token that may be used as a means of payment and
settlement amongst participants in the Cros Network ecosystem. Cros Token does not represent any
shareholding, participation, right, title, or interest in the Governing body, the Issuer, its affiliates, or any other
company, enterprise, or undertaking, nor does it entitle token holders to any promise of fees, dividends,
revenue, profits, or investment returns. They are not intended to be securities in the British Virgin Islands or
any other relevant jurisdiction. Cros Token ownership provides no rights, express or implied, other than that
which may be afforded by the Cros Network and/or any other third parties who may use such Tokens.

7.3. Token Validation and Staking
Cros Tokens are expected to provide economic incentives for participants to contribute to and maintain the
ecosystem of the Cros Network. The computational resources are required for performing various functions
on the Cros Network, such as validating transactions and publishing proofs, thus providers of these
services/resources would be rewarded with Cros tokens (i.e., "validating" on the Cros Network) to maintain
the network integrity. Cros Token will be used as a unit of exchange to quantify and pay for the costs of
consumed computational resources. Cros Token is an integral and indispensable part of the Cros Network,
as without the Cros Token, there would be no incentive for users to expend resources to participate in
activities or provide services for the benefit of the entire ecosystem on the Cros Network. Token incentives
would only be given to those who have actively contributed to network maintenance. Users of the Cros
Network and/or Cros Token holders who did not actively participate will not be rewarded with Cros Token.
The network selects validators to verify each transaction on the blockchain to protect any data. Validators
ensure that all activities on the network represent the values of the community, resulting in a democratic
system owned by its users.
Users may be required to stake Cros Token to participate in the consensus or any validation process on
the Cros Network. This is an indication of the user's commitment to the process. Cros Token would thus be
used as a deterrent to punish stakers for various offences (for example, invalid validations, illegally verifying
transactions or invalid transaction execution) by requiring them to stake Cros Token before being allowed
to participate in the ecosystem. In the case that a staker commits a violation, Cros Token will be deducted.
It should be noted that Cros Token is non-refundable and cannot be exchanged for cash (or its equivalent
value in any other virtual currency) or any Governing Body payment obligation. The Issuer or any affiliate;
does not represent or confer on the token holder any right of any kind to the Governing body, the Issuer (or
any of its affiliates), or the Issuer's revenues or assets, including without limitation any right to receive future
dividends, revenue, shares, ownership right or stake, share or security, any voting, distribution, redemption,
liquidation, proprietary (including all forms of intellectual property or license rights), or other financial or
legal rights or equivalent rights, or any other form of participation in or relating to the Cros Network.
The Governing body, Issuer, and/or their service providers; is not intended to represent any rights under
a contract for differences or any other contract whose goal or pretended purpose is to secure a profit or
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avoid a loss. It is not intended to be a representation of money (including electronic money), security, a
commodity, a bond, a debt instrument, or any other form of financial instrument or investment. It is not a
loan to the Governing body, the Issuer, or any of its affiliates. It is not intended to represent a debt owed by
the Governing body, the Issuer, or any of its affiliates, and no profit is expected. It also does not provide the
token holder any ownership or other interest in the Governing body, the Issuer, or any of its affiliates. After
the token sale, the Issuer (or its affiliate) will hold the contributions in the token sale. The contributors will
have no economic or legal right to or beneficial interest in these contributions or the assets of that entity. If
a secondary market or exchange for trading Cros Token develops, it will be run and operated completely
independently of the Governing body, the Issuer, Cros Token sales, and the Cros Network. Neither the
Governing Body nor the Issuer will create secondary markets for Cros Token, nor will act as an exchange.

8. Cros Governance
Simply described, governance is the process through which an organization or community comes to a
consensus on specific issues or concepts and subsequently makes decisions. As a result, the governing
body, topics, and governance processes must be carefully selected while considering external factors and
the platform structure.

8.1. Governing Body
The ideal governance system for service oriented blockchain platforms like Cros allows all platform
members to participate and make smart decisions quickly. However, in a decentralized setting, this ideal
model is difficult to implement. Cros addresses this problem by developing a governance structure
composed of elected contributors who share the core principles of Cros platform. The decision-making
body must be able to make the best possible decision for the development of the platform based on a solid
understanding of metaverse and blockchain technology, as well as a keen interest in the platform.
Currently, however, the average blockchain user may lack the knowledge or interest in blockchain that is
necessary to participate in Cros’s decision-making process. For example, Ethereum’s DAO has recorded a
low voter participation rate (less than 10%). Because of the low participation, it is difficult to claim that any
of the decisions represent the entire platform or present the future direction of the platform. Because of this,
blockchain developers and communities insist a token-based voting system (with votes proportional to the
number of tokens held) should be implemented rather than an identity-based voting system. This raises
the issue of power being concentrated in the hands of those only interested in short-term financial gain.
We believe making platform contributors the main components of the governance structure, that is
consistent with Cros' goals. Platform contributors are either service providers or those who have contributed
to the development of the service in different ways (e.g., platform ecosystem contribution), have interests
aligned with the long-term progress of the platform, and have a basic understanding of the platform.
Platform contributors are more likely to make decisions that benefit the platform's long-term growth, and
these foresight decisions will benefit everyone who uses the platform while also increasing the
overall platform worth.

8.2.

Cros Governance Council

The Cros Governance Council is a body with the authority to make decisions on a variety of governance
issues. The Governance Council's early members will be limited to trusted individuals and organizations to
ensure its trustworthiness. This decision was made to allow the protocol to be improved quickly during the
platform development and stabilization stages. However, as the platform develops, more participants and
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token holders will be able to join in the governance process. The Cros Governance Council will be
composed of members of the Cros Governance Council and the Chairman.

8.3.

Governance Topics

The following three areas are the main topics that can be decided through the governance structure, and
proposals that require additional decision-making can be introduced for consideration in a regular or
temporary meeting for review. The Cros Governance Council must make decisions that are in Cros' best
interests.
i.

Technology: Matters related to the technical update of the platform. Here the issues on the
blockchain’s basic structure (e.g., Account Structure), new features (e.g., L2 solution), or software
update schedule are included.

ii.

Economy: The additional issuance of CROS and its distribution structure, change in transaction
fees, changes in Proof of Contribution service evaluation methods, Cros Improvement Reserve
spending approval, and more issues are included in this category.

iii.

Governing Rule: The governance subjects and processes, as well as the rules for the responsibilities
and rights of governing bodies, are included in this category.

8.4.

Cros Governance Roadmap

The bodies involved in governance must work in the long-term interests of Cros rather than for their
interests. They must actively participate in the voting process. Additionally, all Cros Governance Council
members must secure computing resources that are greater than the platform requirements and stake a
set amount of CROS, either their own or from third parties. Cros Network Inc. will play several roles in
governance related matters throughout the initial development phase to ensure seamless platform
development and stabilization. In the future, however, other bodies will gradually take greater roles in the
decisionmaking process, and they will have the right to participate independently.

Conclusion
Blockchain technology is a revolutionary innovation, which can transform many existing traditional systems
into more secure, distributed, transparent, collaborative systems while empowering its users. One of the
most important indicators of a successful business is cross-organizational collaboration. As industries
grew, a system was required to enable business transactions with the minimum level of human interaction
possible. Companies took advantage of the opportunity to bridge the gap and demanded a lot in return.
Cross-organization collaboration is a costly and time-consuming endeavor. For decades, building
confidence among mutually distrustful parties without enlisting a trustworthy third party has been a difficult
task. Overall project failures, uncontrollable delays, and significant financial losses have been observed in
many global businesses, indicating the importance of finding new ways to better support
cross-organization work.
In this whitepaper, we have proposed a solution to the organization’s collaboration system using
blockchain smart contracts. Cros is a decentralized cross-organization collaboration and integration
platform that allows small, medium, and large businesses to collaborate and execute their business
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processes correctly without the use of trusted intermediaries. Powered by blockchain smart contracts, Cros
is a platform that provides a single source of truth for all participants and real-time traceability to auditors
and decision-makers. Cros is developing a network that allows metaverses, NFTs, DeFi protocols, gaming
platforms, and other entities to execute their value chains with full traceability and in a trustless,
tamper-proof manner. Initially, the first product of Cros Network is a blockchain-based auction system for
the allocation and pricing of advertisements in virtual worlds. This is the most common
cross-organizational collaboration across metaverses, a use case for sponsoring a virtual event in a
metaverse planned by a publisher and sponsored by an advertiser. The virtual event can be either a game,
sports event, a party, music concert, a fashion show, or any other event with virtual attendees. This is a
combinatorial auction system as it allows selling a set of ad slots to multiple advertisers. The proposed Cros
platform will be used by the organizations to discover liquidity, exchange assets (ﬁat, crypto, services,
goods), and orchestrate value chains between them by leveraging on-chain and off-chain veriﬁable trust.
Cros also provides the plumbing for the enterprises in the form of tools, services and an integration
platform to bring together their business processes (including Cloud ERPs) and makes it part of the
business collaboration platform.
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Appendix A: A Virtual Event in a Metaverse

Glossary of Terms
Advertiser

A company who is in business of selling goods and services under its brand and
would like to display their ads on the digital real estate made available by publishers.
The advertisers themselves might have digital presence and can target to attract
virtual attendees to its pavilion/shop in the Metaverse “A” where they can either buy
virtual goods or collect coupons/offers to buy goods from physical stores.

Composables

Composables led by the ERC-998 standard, provides a template by which NFTs can
own both non-fungible and fungible assets. .

Crypto Exchange C (DeFi)

A crypto exchange providing the onramp and off-ramp services to traditional
business whereby they can exchange and reserve fiat and crypto assets based on
their needs.

ERC20 Token

The 20th Ethereum Request for Comments (ERC20) outlines a set of rules and
recommendations a smart contract developer must follow when creating a new
contract representing a divisible asset, commonly known as a token, currency or
denomination.

ERC721 (Non-Fungible Token)

The 721st Ethereum Request for Comments (ERC721) outlines a set of rules and
recommendations a smart contract developer must follow when creating a
non-fungible token (NFT). These tokens cannot be divided into decimal amounts. The
standard could be used for any set of assets that benefit from representation on an
immutable ledger - property, attribution, art etc.

ERC1155 token

The 1155th Ethereum Request for Comments (ERC1155) outlines a token standard that
takes the best from previous token standard to create a fungibility-agnostic and gas
efficient token contract. The distinctive feature of ERC1155 is that it uses a single smart
contract to represent multiple tokens at once.

Metaverse “A”

One of the virtual world’s platforms providing its token-holders ownership of virtual
real estate, which said parties can use to build house/business, run events. It is
assumed that like similar metaverses, this metaverse also provides a marketplace to
trade & manage non-fungible assets (NFTs) as collectibles. The events and/or
businesses can thus target the sale and purchase of such collectibles through
exchange of NFTs in the Metaverse “A”.

NFT Bidding Platform

A bidding platform for limited allocation of NFTs. In the use case, it is further assumed
that the bidding is by potential advertisers for virtual assets tied to the virtual event
(like billboards, wearables) and hence the supply of such assets is constrained
spatially and temporally to the event in a metaverse.

Publisher

Company or an individual who owns certain assets like digital real estate and is
ready to lend part of that for advertisements. Such publishers will have a presence in
the metaverses.

Virtual Event

The virtual event can be either a sports event, a party, music concert, a fashion show
or any other event with virtual attendees. It is assumed that the virtual event has a
sizable attendance driven by the demand for the event and the branding by owners
or publishers, and hence various advertisers will be interested in advertising on the
digital real estate available within the event.
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Appendix B:

List of Abbreviations & Acronyms
AWS………………………………..

Amazon Web Server

BPM………………………………...

Business Process Model

CPF………………………………….

Contributory Provident Fund

CPM………………………………..

Cost Per Mille (Cost Per Thousand)

DAO………………………………..

Decentralized Autonomous Organization

DApp………………………………

Decentralize Application

DeFi………………………………..

Decentralize Finance

DID…………………………………

Decentralized Identifiers

ECC…………………………………

Elliptic Curve Cryptography

ERP………………………………….

Enterprise Resource Planning

EVM………………………………..

Ethereum Virtual Machine

FPSBA…………………………….

First Price Sealed Bid Auction

IPFS…………………………………

InterPlanetary File System

IT…………………………………….

Information Technology

JSON RPC………………………

JavaScript Object Notation Remote Procedure Call

KYB…………………………………

Know Your Business

NFT…………………………………

Non-Fungible Token

ORU……………………………….

Optimistic Rollups

RFT………………………………….

Re-Fungible Token

ZKP………………………………….

Zero Knowledge Proof

ZKRU……………………………….

Zero-Knowledge Rollups
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